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Abstract

As we seea growing variety of network and applica-
tion behavios, it becomesnore importantthat protocols
adaptto their surroundings.Building adaptiveprotocols
is complicated,and therefore we have consideed build-
ing hybrid protocolsthat switch betweerspecializedpro-
tocols. In this paper we showfor which communication
propertiesthisis a correctsolution,andclassifytheseus-
ing a new conceptcalled meta-properties\e also show
howwell theseswitchesperform.

1 Introduction and Related Work

Many networking protocolsaccomplishthe samething,
suchasrecovery from messagéoss,but areoptimizedfor
different environmentsor applications. Developing hy-
brid protocolsthatcombinethe advantage®f the various
protocolsis difficult, andtheresultingprotocolsarecom-
plex. As aresult, mostexisting adaptve protocolsonly
changecertainrun-time parametersuchasflow window
sizein TCP[7] or enegy consumptiorin mobile network
[9], but notthe actuallogic of theprotocol.

Most protocolsthatdo changethe logic have focussed
on building specializedhybrid protocols. For example,
H-RMC [10] hasinvestigateda hybrid betweenrateand
credit-basedlow control protocols,while Rodriguesde-
scribesa hybrid total orderingprotocolin [11].

A differentapproachs to switch betweernprotocolsat
run-time when necessary For example,in [5] the au-
thors discussthe benefitsof switching dynamically be-
tweenprimary-backupandthe statemachineapproacho
replication. Applying this to protocolsin generalwaspi-
oneeredn theHorus[12], Ensembld13], andCactug6]
systems but it was never quite clear whetherthe result
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wasactually correct In this paperwe will take a closer
look at this.

We designeda new genericswitchingprotocol,andde-
terminedwhich communicationpropertiesare presered
by it. For this, we introducedmeta-poperties(i.e., prop-
ertiesof properties)in orderto classify communication
properties. We have focussedon group multicastproto-
cols,sincemary interestingpropertiesfor suchprotocols
exist, but our work caneasilybe specializedor point-to-
pointcommunication.

Thekindsof useswe ervisionincludethefollowing:

¢ Performance By usingthe bestprotocolfor a partic-
ular network and applicationbehaior, performance
canalwaysbeoptimal.

¢ On-line Upgrading Protocolswitchingcanbe used
to upgradenetworking protocolsat run-timewithout
having to restartapplications.Even minor bug fixes
maybedonein thisway.

e Security Systemmanagersill be ableto increase
securityat run-time, for examplewhenan intrusion
detectionsystemnoticesunusualbehaior, or when
it getscloseto April 1st.

Without loss of generality we will assumewe will be
switchingbetweentwo protocols. We are not concerned
herewith which protocolis best,but just with preserving
communicatiorpropertiesunderswitching. Which pro-
tocol is bestat ary time is an orthogonalproblem. We
assumehatsomekind of oracledecidesvhenaswitchis
necessary

A switching protocol (SP)is basicallyyet anothempro-
tocollayeredoverthetwo protocolsof interest.Theappli-
cationonly interactswith the SR The SPis supposedo be
transpaent, thatis, the applicationcannottell easilythat
it is runningonthe SPratherthanononeof theunderlying
protocols.evenasthe SPswitchesbetweemrotocols.
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2 The Switching Protocol

Although mary switching protocols are possible, and
somemay presere differentcommunicationproperties,
we will be focusingin this paperon just one. This SP
guaranteehat, whenswitchingfrom oneprotocolto an-
other ary procesawill deliver all messagefor the previ-
ousprotocolbeforedeliveringmessagefor the new one.
This SPworks in one of two modes. In normal mode
when the applicationsubmitsa messagdor sendingto
the SR the SPin turn offers the messagdo the current
protocol. Whenererreceving amessagérom the current
protocol,the SP simply forwardsthe messageo the ap-
plication. However, whenthe oraclerequestghe SPto
switch (at one of the processesgalled the manager), the
SPgoesinto switching mode

First, the managetbroadcasta PRERARE messagéo
the other members. On receipt, a memberreturnsan
OK(membercount)message¢hatincludesthe numberof
messagethatthe memberhassentsofar overthe current
protocol. New datamessagesvill be sentover the nen
protocol,andmessagerecevedoverthis protocolwill be
bufferedratherthandelivered.

The managerwaits all OK messagesandthenbroad-
castsa SWITCH(vector)messagdncludingavectorwith
the messagesendcount of eachmember On receipt,a
memberknows how mary messagei shouldhave deliv-
eredfrom eachothermember Whenit hasrecevedand
deliveredall messagesf the currentprotocolfrom each
membey the memberswitchesover to the new protocol,
anddeliversary messagethatwerebuffered.

Notethatthe SPmakesanumberof assumptionabout
theunderlyingprotocols.In particular it assumeshatall
messagethataredeliveredweresent(no spuriousdeliv-
eries),andthat messageare deliveredat mostonce. If

Every messagehat is sentis delivered

Reliability .
to all recevers
Processethatdeliverthesamewo mes-
Total Order : .
sagedeliverthemin the sameorder
Integrity Messagescannot be forged; they are

sentby trustedprocesses
Non-trustedprocessegannotseemes-
sagedrom trustedprocesses

A messagebody can be delivered at

Confidentiality

No Replay mostonceto aprocess

Prioritized The master processalways delivers a

Delivery messagéeforeary oneelse

Amoeba A .procefs.?;s plockedfrom sendingwhile
it is awaiting its own messages

Virtual A processonly delivers messagefrom

Synchroy processes somecommonview

Tablel: Examplesof properties

Whenthis tokencomesbackto theinitiator, it changes
the token into a FLUSH token, and sendsit aroundthe
ring oncemore. Unlike the othertokens,a memberonly
forwardsthis tokenif it hasdeliveredall messagefrom
theold protocol. Thus,whenthetokencomesbackto the
initiator, the switch hastruly completedat eachmembey
andthe initiator canchangethe token backinto a NOR-
MAL token. Thusthetokenhasto travel aroundthering
threetimesin orderto executethe entireswitch.

3 System Model

In orderto seewhat propertiesare presered by SR we
will developamodelof adistributedsystemandits prop-

switchesare supposedo complete(livenes$, messages erties.

have to be deliveredexactly once.

In orderto avoid congestioron thenetwork, ourimple-
mentatiorof SPdoesnotactuallydo network-level broad-
casts but rotatesa token messagén a logical ring of the
groupmembers.As a bonus,it alsoavoids complicating
issueswith multiple membergrying to switch protocols
concurrently The token itself hasa modebasedon the
phaseof the protocol. A memberthat wantsto initiate
a switch hasto await a NORMAL token. This member
henceforthcalled the initiator, will then changethe to-
kento a PRERARE token, and sendsit aroundthe ring.
Every receverwill actthe sameway asif it recevedthe
PRER\RE messag@&escribedabove, andpiggybackshe
OK messagenthetoken. Whentheinitiator recevesthe
token, it now knows all the messageountsandchanges
it into a SWITCH(vector)token in orderto disseminate
these.

Processemulticastmessagethatcontainabodyanda
senderWewill considettwo typesof events.A Send(m)
eventmodelsthatprocessn.sender hasmulticasta mes-
sagem. A Deliver(p : m) eventmodelsthat processp
hasdeliveredmessagen. A traceis anorderedsequence
of Send and Deliver eventssuchthat thereareno du-
plicate Send events. A propertyis a predicateon traces,
dividing all tracesinto two cateyories: thosetracesfor
whichthe propertyholds,andthosefor which it doesnot.
SeeTablel for a collectionof examplesof properties.

A protocolis a moduleavailable at every processhat
implementscertainpropertieson behalfof the setof pro-
cesseslt canbethoughtof ashaving atop anda bottom
side,applicationssitting atthetop, andthenetwork sitting
atthe bottom. ApplicationssubmitSend eventsto it, and
the protocol submitsSend eventsto the network below
it. Vice versathenetwork submitsDeliver eventsto the
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Figurel: Thecomposegrotocolhasto preserethespec-
ification SPEC.

protocol,andthe protocolsubmitsDeliver eventsto the
application.

This symmetrymakesit possiblefor protocolsto be
composedy layeringthemon top of oneanothey much
like Lego™locks. In effect, protocolsare closedunder
composition:a stak of protocolsis anotherprotocol. It
is alsopossibleto view theapplicationandthe network as
instancef protocols. In the context of a stack,we call
aprotocolalayer. Notethatevery procesds requiredto
have the samestackof layers.

Layerscanbelooselydividedinto two types:thosethat
guaranteg@ropertiedor the layersabove them,andthose
thatguarantegropertiedor thelayersbelon them(some
may do both). In this paperwe will only beinterestedn
thefirst type.

4 Components

We are interestedin investigatingwhich propertiesare
preseredby SR More precisely we areinterestedn the
propertiesof a communicatiorsystemcomposedf a set
of componentsasdepictedn Figurel. Eachrectanglen
this figure is the specificationof someprotocollayer. In
thisfigure,therearethreetypesof specifications:

e SWITCH.This components the specificatiorof SP

e SPEC.The specificationof someinterestingproto-
col, suchas a protocol that providestotal orderor

integrity.

e MULTIPLEX. A protocol that simulates multiple
connection®ver a singlecommunicatiorchannel.

The figure shows that a compositionwith SP hasto
have the samespecificationasthat of the protocolsof in-
terest.Noticethat SWITCH requiresa privatecommuni-
cation channelffor itself, while each“underlying” proto-
col alsoneedsa private channel. Eachspecificationhas

incomingSend and Deliver events,aswell asoutgoing
Send andDeliver events.

Interestingly several of the difficulties with the com-
positionarenot becausef switching,but becausef de-
laysincurredby layering Thesedelaysre-omganizeevent
tracesandcanpotentiallyviolate properties.

5 Meta-properties

In this section,we introducethe conceptmeta-poperty,
which s a predicateon propertiesandcanthereforeclas-
sify them. As we will see,we canusethis to classify
whichpropertiesarepreseredby protocolswitching. For
the purposeof this paperwe areinterestedn a particular
form of meta-propertywhich is definedby preseration
of propertiesthrougha protocollayer. A property P of
tracesis preservedy a (reflexive andtransitive) relation
R ontracesif whenevertracestr,pone aNdtrpeion arere-
latedby R, and P holdsof tracetre;o , thenit alsoholds
of tracetrpove.~ Formally (for all t7pe10uw , trapove ):

P(trbelow) A trabove R trbelow = P(trabove) (1)

Preserationby R is thusa meta-propertyin this sec-
tion, we will discusgour suchrelationsthatdealwith de-
laysin a layeredcommunicationsystem. Later, we will
discusstwo additionalrelationsthat dealwith the actual
switching.

5.1 Safety

Safety [2] is probably the best-knavn meta-property
Safetymeanghatif the propertyholdsfor atrace,thenit
is alsosatisfiedfor every prefix of thattrace.An example
of asafepropertyis total order:takingeventsof theendof
atracecannoteordemmessageéelivery. As anexampleof
apropertythatis not safe,considereliability. A reliable
traceis onein whichall sentmessagekave beerdelivered
everywhere.However, if we chopoff a suffix containing
a Deliver eventwithout the correspondingSend event,
theresultingtraceis no longerreliable. The correspond-
ing relation R for safetyin Equation(1) is R, ety Which
specifieghattr poye 1S aprefix of tryejow -

A non-safetypropertymay not be preseredby switch-
ing. Sofar, however, we have only comeup with fairly
contrived examples. For example,considerthe property
"every secondmessagés eventuallydelivered: If anap-
plication sendgwo messagesnda switchoccursin be-
tween, the property may well be violated sincethe un-

INotethatherewe focuson propertiego thelayerabove, notto the
layerbelow, but ourtechniquecanbe easilygeneralized.



derlying protocolshave no requiremento deliver either
message.

5.2 Asynchrony

Any globalorderingthata protocolimplementson events
cangetlost dueto delaysin the sendanddeliver streams
throughlayersabove. Only propertieghatdo not depend
on the relative order of eventsat differentprocessesire
presered underthe effectsof layering. The correspond-
ing relation R, synchrony SPecifiesthattwo tracesarere-
latedif they canbe formedby swappingeventsthat are
adjacentand that belongto different processes.Events
belongingto the sameprocessmay not be swapped. An
exampleof a propertythatis not asynchronouss Prior-
itized Delivery, andthis propertyis in factnot presered
by our switchingprotocol.

5.3 Delayable

Anothereffect of delayby alayeris local: atarny process,
Send eventsare delayedon the way down, and Deliver
eventsaredelayedon the way up. For example,whenan
applicationsendgwo messagem arow, andthenanother
messagés deliveredto it, theseeventsmay well happen
in adifferentorderbelow thelayerdirectly underneatihe
application.A propertythatheld theremay no longerbe
trueattheapplication.

We call apropertythatsurvivesthesedelaysdelayable
(This propertyis similar to delay-insensitivityin asyn-
chronougtircuits.) The correspondingelation R geqyqsie
specifiesthat adjacent Send and Deliver events in
trpeionw May be swappedin trqp..¢ if they belongto the
sameprocess.An exampleof a propertythatis not de-
layableis Amoebd8], andthis propertyis indeednot pre-
senedby switching.

5.4 Send Enabled

A protocolthatimplementsa propertyfor thelayerabove
typically doesnot restrict when the layer above sends
messagesWe call a property SendEnabledif it is pre-
senedby appendinghew Send eventsto traces.Thecor-
respondingrelation Rgepnd—enabiea SPeCifiesthat t7rpe;o4
andtr,pe.e arerelatedif trqpoe is formedby addingonly
Send eventsto theendof tryeow.

In practice, SendEnabledand Delayableare related.
Both are concernedvith not beingableto control when
theapplicationsendsmessaged-or example the Amoeba
propertyis neitherDelayablenor SendEnabled.

& o P
STy &sF
ST LSS
F S8 S
9|9 |Q|S |0
Total Order S S B I
Integrity |+ |+
Confidentiality S S S B B
Reliability =+ |+ |+
PrioritizedDelivery | + | — | + | + | + | +
Amoeba S B e i B
Virtual Synchrotly | + | + | + | + | — | +
No Replay ++ |+ |+ ]+ ] -

Table2: Which propertiessatisfywhich meta-properties?

6 Hybrid Protocols

The four meta-propertiesliscussedso far, Safety Asyn-
chrony, SendEnabled andDelayable dealwith surviving
the effectsof delayin a layeredervironment. SinceSP
doesintroducedelays thesemeta-propertiearealsouse-
ful for a propertyto be preseredby SP But they arenot
sufficient. Below, we presentwo moremeta-properties.

6.1 Memoryless

A propertyis memorylessf we canremove all events
pertainingto a particularmessagdrom it without violat-
ing the property Rpemoryiess definesthat trgpope Can
be formedfrom trye;0,, DY removing all eventsrelatedto
certainmessagefomit. Thatis, whethersuchamessage
wasever sentor deliveredis nolongerof importance.This
doesnot imply thatthe protocolis statelessandcanfor-
get aboutthe messagehowever. Consider for example,
No Replay whichis memorylesdut certainlyary imple-
mentationcannotbe stateless.

TheVirtual Syntironypropertyis notmemorylessand
indeedswitching betweenvirtually synchronousexecu-
tions doesnot guaranteethat the resulting executionis
virtually synchronous.

6.2 Composable

A propertyis composabléf for ary two tracesfor which
the propertyholdsandwhich have no messages com-
mon, the propertyalso holds for the concatenation.An
exampleof a propertythatis not composablés No Re-
play: evenif amessag®odyis deliveredat mostoncein
tr; andtrs, andtr; andtr, have nomessagesm common,
the messagdodymay be deliveredtwice in the concate-
nation. This may well happenwhen switching between



two protocolsthat eachguaranteejndividually, No Re-
play.

6.3 Discussion

Our SP can support,at least,thosepropertiesthat have
all meta-propertiesliscussedso far. Using the Nuprl
theoremprover [1], we have shavn that thesesix meta-
propertiesaresufficient[3]. FromTable2 we canseethat
this classincludesmary interestingcommunicatiorprop-
erties.Somepropertieutsideof this class ik e Reliabil-
ity, arealsopreseredby our switchingprotocol. Never-
thelesswe believe thatthe classwe have definedis fairly
"tight,” becauseeachmeta-propertydescribesan impor-
tantrestriction:

1. Safety:Livenespropertiegequirethattheinputsat-
isfy somefairnesscondition. Sincewe divide thein-
putbetweerthetwo protocolswe nolongerguaran-
teethatthefairnessconditionholds.

2. Asynchrory: we needthis becausedelaysin dis-
tributedsystemscanre-orderglobal orderings even
betweerdelivery operations.

3. Delayable:we needthis becaus&Pintroducesade-
lay which canre-orderlocal orderingsbetweersend
anddeliver operations.

4. SendEnabled:we needthisbecausevhenwe switch
betweerprotocols,ary restrictionon therelative or-
derof sendings lost.

5. Memoryless:we needthis becausavhenwe switch
betweerprotocols a protocolmaynot seepartof the
history of events,andthushasto be ableto work as
if theseeventsneverhappened.

6. Composablewe needthis becausavhenwe switch
betweenprotocols,we are going to glue tracesto-
gether Theresultwill still have to satisfythe prop-
erty.

7 Performance

In this section,we will have a brief look at the perfor
manceimplicationsof usingour switching protocol. As
an example,we will look at switching betweentotal or-

a o N
o O o

sequencer

latency (in msec)
N w B
o o o

3 4 5 6 7
number of active senders

Figure2: Messagdateng vs. numberof active senders.
In this case the sizeof thegroupis 10 membersandthe
messageatefor eachsendeiis 50 msgs/sec.

by multicast,againin FIFO order[8]. The secondtech-
nigueusesa rotatingtokenwith a sequenceaumber Pro-
cesseshatwish to multicasthave to await the token be-
fore they cansend.The sequencaumberon thetokenis
incrementedn thatcase[4].

Thesetwo mechanismdave an interestingtrade-of.
Thesequencebasedlgorithmhaslow lateng (basically
twice the network lateng), but the sequencemay be-
comea bottleneckwhenthere are mary active senders.
The token-basedalgorithm doesnot have a bottleneck,
but the lateng is relatively high underlow load since
processehave to await the token beforethey cansend.
Thistrade-of is clearlyvisible in Figure2. In this exper
imentwe have a group of ten processegon a variety of
SparcStation-208unning Solaris,andconnectedy a 10
Mbit Ethernet).A subgroupof varyingsizeis sendings0
messageper secondper member In this case thereis a
cross-@er point whenthe sizeof the subseis betweerb
and6 active senders.

Clearly, a hybrid protocolformed by switching at the
cross-@er point would achieve the bestof both worlds.
However, somecare needsto be taken in practice. If
switching too aggressiely, the resulting protocol starts
oscillating. If we make our protocol lessagressie (by
addinga hysteresis)weraninto anunexpectechitch. The
overheadf switchingdependn the lateng of the cur-
rentprotocol(the onethatis beingswitchedaway from),
sincethe SP waits until all the correspondingnessages
have beendelivered. If we wait too long with switching,
the latengy of switchingwill dependheavily on this. In

deringprotocols.Therearetwo well-known mechanisms the caseof Figure 2, the overheadof switchingnearthe
for implementingtotal order Thefirst usesa centralized cross-@er pointis about31 msecs. Processesare never

sequencer Messagesre sentin FIFO orderto the se-

blocked from sendingduring switching,sothe perceved

guencerandthenthe sequenceforwardsthesemessages hiccupis oftenlessthanthat.
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Conclusion and Future Work

We have shown that constructingadaptve protocolsout
of specializedprotocolsis feasibleand worthwhile, and
that,giventhe switchingprotocolthatwe use the classof

communicatiorpropertiedor whichthisworksis interest-
ing. A formaltreatise which includesa proof of correct-
ness,canbefoundin [3]. Thiswork haslimited itself to

investigatingsafetyproperties bput we would alsolike to

considellivenespropertiesAlso, wewouldliketo inves-
tigateotherswitchingprotocolsthat possiblycansupport
differentclasse®f properties For example virtually syn-
chronousview changeg12] canbe usedto switch proto-
cols,andthis morecomplicatedmechanisndoessupport
the Virtual Synchrory property
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